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2. Name of company covered by this certification: ComNet (USA) LLC
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5. Title of si9natory: CEO

6. Certification:
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FCC Mail Room

I, Philip Chiu ,certify that I am the~ of the company named above, and acting as an
agent of the company, that I have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission's CPNI rules. See 47
C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's
procedures ensure that the company is in compliance with the requirements (including those
mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory review) set
forth in section 64.2001 et seq. of the Commission's rules.

The company has not taken actions (i.e., proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission against data brokers)
against data brokers in the past year.

The company has not received customer complaints in the past year concerning the
unauthorized release of CPNI.

The company represents and warrants that the above certification is consistent with 47.
C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. The company
also acknowledges that false statements and misrepresentations to the Commission are
punishable under Title 18 of the U.S. Code and may subject it to enforcement action.

Signed:

Name: __-'-P-:.:h::::ili"'p-'C:.:.h;;.:iu=---- _

Title: CEO

No. of (('pies rOC'd-flll­
list A8 CD E

-- ._--------
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CPl\l STATEMENT

The following provisions set forth the ComNet (USA) LLC ("ComNet") operating procedures
that ensure it is.in compliance with the Commission's customer proprietary network information
("CPNI") rules.

Compll.nee with Federal CfNI Reauirements

1. Del1nitiolt

Customer proprietary netwcrk information refers to information regarding the quantity, technical
configuration, type, destination, and amount of use of service sub6cribed to by any customer of
ComNet. and that is made available to ComNet by the customer solely by virtue of the
customer's relationship to ComNet. It also includes information contained in customer bills, if
applicable. CPNI does not include sub6criber list infOJ1llation.

2, Marketing

a) ComNet may use. disclose, or permit access to a customer's ePNI, without customer
approval, for the pwpose of providing or marketing .services to the customer that the
customer already utili:l:es from ComNet.

o For customers that subscribe to more than one category ofservice offered by ComNet, . ./
ConiNet may share CPNI among its affilisted entities that provide a service offering to
the customer.

o For customers thlll do not subsaibe to more than one category of service offered by
ConiNet, ComNet may not share cPNI with its affiliates. except as provided in
subsection c).

b) ComNet shall not use, disclose, or permit access to a customer's CPNI, withollt customer
approval, for the purpose of marketing services to the customer tb&t the customer does not
already utilize from COmNet.

o ComNet sball DOt use, disclose, or permit access to CPNI to identity or track customers
that call competing service providers.

c) ComNct may use, disclose, or permit access to CPNI, without customer approval in the
following situations:

o In CoroNet's provision of inside wiring installation, maintenance, and repair services,
ifany.

o For the purpose of conducting research'on the health effe¢ts of CQllIIIIercial mobile
radio services, ifany.
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o For the purpose of marketing services such as speed dialing, computer-provided
directory assistance, call monitoring, call tracing, call blocking, call return, repeat
dialing, call tracking, call waiting, caller 1.0., call forwarding, and certain centrex
felllUres.

d) Com,\let may use, disclose, or permit access to CPNI for the purpose ofprotecting CoroNet's
rights or property.

e) CamNet may use, disclose, or permit access to CPNI for the purpose ofprotecting users of its
services and other carriers from fraudulellt, abusive, or unlawful use of, or subscription to,
such servioes.

3. Approval Requirements

a) Customer approval may be granted orally, e1ectronical1y, or in writing.

b) A customer's approval or disapproval shall remain in effect Wltil the customer revokes or
limits such approval or disapproval.

c) III cases where customer approval is required, ComNet shall request approval through either
an opt-in or opt-out method.

d) Opt-in approval requires CoroNet to obtain affirmative, express consent from the customer,
allowing the requcstel1 CPNI llSlI.ge, disclosw-e, or access. CoroNet shall provide appropriate
notification of its request, as explained in section 5 below, to the customer prior tl> seeking
such consent.

e) Under the opt-out approval method, a customer is deeUled to have consented to the use,
disclosure, or access to the customer's CPNl if the customer has failed to object within 30
days of receiving appropriate notifIcation from CoroNet of its request, as explained in section
6 below.

4. lSotice Requirements

a) Before requesting customer approval of CPNI usage, CoroNet shall provide indMdual
notification to the customer of tbe customer's right to restrict use of, disclosure of, and access
to the customer's CPNI.

b) The notification shall provide sufficient infoIImltion to enable the customer to make an
infonned decision as to whc:thcr to permit use, disclosure, or access to the customer's CPNI.

o The notification shall state that the customer hIlS a right, and CoroNet has a duty, under
federal law, to protect the confidentiality ofCPNI.

o The notification shall specil)r the types of information that constitute CPh'I and the
specific entities that wtll receive the CPNI, describe the purposes for which CPl-n will
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be used, and infOI7ll the customer ofbis or her right to disapprove those uses, and deny
or withdraw access to CPNI at any time.

o The notification shall advise the customer of the precise steps the customer must take
in order to grant or deny access to CPNl, and sball clearly state that a denial of
approval will not a:ffi:ct the provision ofany such services that the customer purchases.
ComNet, however, may provide a brief statement, in clear and neutral language,
describing consequences directly resulting from the leck ofaccess to CPNl.

o The notification shall be comprchellSible and shall not be misleading.

o If written notifICation is provided, the notice shall be clearly legibie, use sufficiently
large type, and be placed in an area so as to be readily apparent to the customer.

Q If any portion of a notification is translated into another language, then all portions of
the notiflClltion shall be translated into that language.

o ComNet may state in the notification that the custollU:r's approval to use CPNI may
enha1u:e ComNet's ability to offer products and services tailored to the customer's
needs. ComNet also may state in the nolification that it may be compelled 10 disclose
ePNI to any person upon affl111llltive written request by the customer.

o CoroNet shall Dot include in the notification any sllltement attempting to encourage a '­
customer 10 freeze third-party access to CPNL

o The notification shell slllte that any approval, or denial ofapproval for the use ofCPNI
outside of the service to which the customer already subscribes from CoroNet is valid
Wlill the cuSlomer affiImatively revokes or limits such approval or denial.

c) ComNet shall maintain all records ofnotifICation filr at least one year.

50 Opt-in Notice Requirements

a} ComNet shall provide notification to obtain opt-in approval through oral, written, or
electronic methods.

b) The contents of an opt-in notice shall comply with the requirements of section 4, SUbsection
b), above.

6. Opt-Dllt Noliee Requirementl

a) ComNet &hall provide notification tD obtain opt-out approval only through written or
electronic methods.

b) The contents of an opt-out notice &hall comply with the requirements of section 4, subsection
b), above.
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c) ComNet Ilball wait at least 30 days after providing notice and an opportunity to opt-out before
assUllling customer approval to use, disclose, or peanit access to CPNL

d) ComNet shall noti.fy customers as to the applicable waiting period for a response before
approval is assumed.

o In the case of an electronic fonn of notification, the waiting period shall begin ro run
from the date onwhich the notification was sent.

o In the case of notification by mail, the wailing period shall begin to run on the lhird
day ibllowing the date that the notification was mailed.

e) For those customers rot which CoroNet uses an opt-out method, CoroNet shall provide
notices every two years.

1) For electronic notificatiolJ5. CornNet shall comply with the following requirements:

o ConINet shall obtain express, verifiable, prior approval from COllSumers to send notices
via email regarding services in general or CPNI in particular;

o ComNet shall allow cusromers to reply directly to emails containing CPNI notice in
order to opt-out;

o Opt-out emaiI notices that are retlD:ned to ComNet as undeliverable shall be sent to the
cllStomer in another fonn before ComNet may consider the customer to have received
notice;

o COIlU~el shaD ensure that the subject line of the message clearly and accurately
identifies the subjectmatter ofthe email; and

o CoroNel shall make available to every customer a method to opt-out that is of no
additional cost to the customer and that is available 24 hours a day, seven days a week.

7. Notice Requirements Specific to Oue-Tlme Use ofCPNI

a) CoroNet may use oral notice to obtain limited, one-time use of CPNI for inbound and
outbound customer telephone contacts for the duration of the call, regardless of whether it
uses opt-out or opt-in approval, ba$ed on the natlirll ofthe contract.

b) The cwttents ofan opt-out notice shall comply with the requirements ofsection 4, subsection
b), above, except that ComNet may omit any of the following notice provisions if not
relevant to the limited WI" for which it seeks ePNl:

o ComNel need not advise customers that ifthey have opted-out previously, 110 action is
needed to maintain the opl-01.lt election;
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o CoroNet need not advise customers that lhey may share CPNl wilh their affiliates or
third parties and need oot name those entities, iflbe limited CPNI usage will not result
in use by, or disclosure to, an affiliate or third party;

o ComNet need not disclose the means by which a customer can deny or withdraw future
access to CPNl, 80 long lIS it explains to customers that the scope of the a.pproval it
seeks is limited to one-t.ime usc; and

- 0 ComNet may omit disclosure of the precise steps a customer IIILlSt take in order to
grant or deIIy access to CPNI, as long as it clearly corwmmicates that the customer can
deny access to his or her CPNl for the call.

8. TraiDing

a.) ComNet sball train its personnel as to when they are and are not authorized to use CPNf.

b) ComNet shall have an el\press disciplinary process in place.

9. Records

a) CoroNet shall maintain a record of its own and its affiliates' sales and marketing campaigns
that use its customers' CPNI.

b) ComNel shall maintain a record of all instances where CPNI was disclosed or provided to
!bird parties, or where third parties were allowed access to ePNI. The record shall include a
description of each campaign, the specific ePNI that was used in the csmpaign, and what
products and services were offeIed as part ofthe campaign.

c) ComNet shall maintlin the [WOrd for a minimum ofone year.

10. Reviews and RIlporting

a) ComNet shall establish a supervisory review process regarding its compliance with federal
CPNI rules for outbound marketing sitlJationll.

b) ComNel shall maintain records ofilJ compliance fora minimumperiod ofone year.

c) Sales personnel shall obtain supervisory approval of any proposed outbound marketing
request for customer approval.

d) ConiNet shall have an officer, as an agent, sign and file with lhe Federal Communications
Commission a compliance certificate on an annual basis. The officer shall state ill the
certification that he or she has personal knowledge that the company has established
opetating procedures that are adequate to ensure compliance with the Commission's rules.
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e) CoroNet shall provide a statement accompanying the certificate explaining bow its operating
procedures ensure that it is or is not in compliance with the Commission's rules.

f) CoroNet shall also include an explanation of any actions taken against data brok~ and a
summary in the past year concerning the lUllIIltborized release of CPNl. CoroNet shall file
this explanation annually with the Enfon:ement Bureau on or before March 1 in EB Docket
No. 06-36, for data pertaining to the previous calendar year.

g) ComNet shall provide written notice within five business days to the Commission of any
instance where the opt·out mechanisms do not work properly, to such a degree that the
consumers' inability to opt-out is more than an anomaly.

" The notice shall be in the form of a letter, and shall include CoroNet's name, a
description of the opt-out mecbaniilIll(S) used, the problem(s) experienced, the remedy
proposed and when it will belwas implemented, whether the relevant state
commission(s) bas been notified and whether it has takeu any action, a copy of the
notice provided to customers, and contact information.

11. Safeguarding tbe DisdOliure of ePNI

a) CoroNet shall take reasonable measures to discover and protect against attempts to gain
unauthoriud Ill:Ce5S to cPNI.

b) ComNet shall properly authenticate a customer prior to disclosing ePNI based on customer­
initiated telephone contact, online account access, or an in-store visit.

c) ComNet shall not disclose call detail information over the telephone, based OIl customer­
initiated contact, unless the customer first provides ComNet with a password that is not
prompted by CoroNet asking for readily available biographical infllIDlation, or account
information.

" If tbe CU$l:.omer docs not provide a password, ComNet shall only disclose call detail
information by sending it to the customer's address of record, or by calling the
customer at the telephone number ofrccord.

<> If the customer is able to provide call detail information to CoroNet during a cUSlDmer­
initiated call without assistance, then ComNet is permitted to discuss the call detail
information provided by the customer.

d) CoroNet shall authenticate a customer without the use of readily Bvailable biographical
infunnation, or account information. prior to allowing the customer online access to CPNI
related to a ComNet's account.

<> Once authenticated, the customer may only obtain online access to CPNI related to a
ComNet's service account through a password that is not prompted by CoroNet asking
for readily available biographical information. or account infonnatiolL
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e) ComNet. may disclose CPNI to a customer who, at a CoroNet's retail location, filSt presents
to Com."'el or its IIgent II valid photo ID matching tbe customer's acCO\Ult information.

f) CoroNet shall authllnticatc the custolller without the use of readily available biographical
informlltioo, or account information. to establish a Pll55Word. ComNet may create a back-up
customer authentication method in the event ofa lost or forgotten password, but such back-up
customer authentication method shall not prompt the customer for readily available
biographical information, or account information.

o If a customcr cannot provide the correct password or the correct response for tile back­
up customer authentication method, the customer must establish a. new password as
described above.

g) ComNet shall notify customers immediately whenever a. password, customer response to a
back·up means ofauthentication fur lost or li.lrgotten passwords, online account, or address of
record is created or changed.

o This notification is not required when tile customer initiates service, including the
selection of a. password lit service initiation.

o This notification may be through a CoroNet originated voicemail or text message to the
telephone number of record, or by mail to the address of record, IIlld shall not reveal
the changed infonnation to be sent to the new account information.

h) ComNel IDIlY bind themselves contractually to authentication regimes other thllll those
described in this section fur services they provide to their business customers that have both a
dedicated account representative and a contracl that specifically addresses Conu'let's
protection of'CPNI.

12. Security Bnacbes

a) ComNet shall notify law enforcement ofa breach of its customers' COO.

b) ComNet shall notify its customers or disclose the breach publicly, whether volWltarily or
under state or local law or federal rules, until it has completed the process of notifying law
enforcement.

c) As soon as practicable, and in no event later than seven bU$iness days, after reasonable
determillation of the breach, ComNet shall electronically notify the United States Secret
Service (USSS) and tbe Federal Bureau of Investigation (FBI) through a central reporting
facility.

d) Notwithstanding any state law to the contrary, CoroNet shall not notify customers or disclose
the breach to the public until seven full business days have passed after notification to the
USSS and the FBI except lIS provided below.
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" If ComNet believes that there is an extraordinarily wgen! need to notify lilly class of
affeeted customers sooner fuan otherwise allowed above, in order to avoid immediate
and irreparable harm, it shall so indicate in its notification and may proceed to
immediately notify its affected customers only after consultation with the relevant
investigating agency. CoroNet shllIl cooperate with the relevant investigating agency's
request to minimize any adverse effects of sl\l;h customer notification.

" ComNet may be directed not to disclose or noiliY for an initial period of up to 30 days
if the relevant investigating agency determines that pIlbJic disclosure or notice to
custometS would impede or compromise an ongoing or potential criminal investigation
or national security. Such period may be extended by the agency as rellSOllllbly
llecesSlllY in the judgment of the agency. If such. direction is given, the agency shall
notify ComNet wbell it appears that public disclosure or notice to affected customers
will no longer impede or compromise a criminal investigation or national security.
The agency shall provide in writing its initial direction to CoroNet, any subsequent
extension, and my notification that notice will no longer impede or compromise a
criminal investigation or national security and such writings shall be
COPtel!lporaneously logged on the same ccporting facility that contains records of
notifICations filed by ComNet.

e) After ComNet bas completed the process of notifying law enforcement, it shall notify its
customers of II. bccll.Ch oftho5e cusiomers' CPNI.

l) COIl1Net shall maintain a record, electronically or in some otb.er manner, of any breaches
discovered, notifICations made to the USSS lI.nd the FBI and notifications made to customers.
The record shall include, if II.vailablc, dates of discovery lI.nd notification, a detailed
description of the cPNI that was the subject of the breach, lI.nd the circwnslances of the
bn:lI.Ch. ComNet shall cctain the record for a minimum oftwo years.

g) As used in this section, a "brcac:h" has occnrred when a person, without autb.orization or
exceeding authoriza.tioll, has intentionally gained lK'CeSS to. used or disclosed CPl\'I.
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